CHUONG TRINH GIAO DUC PAI HOC
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Ciép bang: Ky su
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Ma& chwong trinh va tén chuyén nganh:

KM.A.2.1 An toan hé thong thong tin
KM.A2.2.1 K¥ ngh¢ an toan mang
KM.A.2.3.1 Cong nghé phan mém an toan
MUC TIEU PAO TAO

1. Muc tiéu chung
Cac chuong trinh dao tao dai hoc chinh quy nganh An toan thong tin sé trang
bi cho nguo1 hoc:
- Kién thtrc dai cwong phu hop véi khéi nganh dao tao, dam bao tinh lién
thong vai cac chuong trinh dao tao khac cua Hoc vién va cua cac co s&
dao tao khac.
- Kién thire co sé nganh An toan thong tin dé nguoi hoc hiéu duoc cu truc,
hoat dong cua cac hé théng cong nghé thong tin, nam bat duoc cac hiém
hoa an toan d6i véi cac hé thong cong nghé thong tin, ciing nhu cac
phuong phap dé phong chéng cac hiém hoa do.
- Kién thirc va k¥ nang chuyén sau dé tac nghiép trong linh vuc an toan
thong tin ing vai chuyén nganh dugc dao tao.

1.1 Muc tiéu riéng cia tirng chuyén nganh
1.1.1 Chuyén nganh An toan hé thong théng tin
Chuong trinh dao tao theo chuyén nganh An toan hé théng thong tin trang bi
cho ngudi hoc kién thire, k§ nang chuyén sau dé co thé: thiét ké, trién khai giai
phap dam bao an toan cho mdt hé thong thong tin; tu van giai phap an toan thong
tin cho cac co quan, t6 chirc; van hanh cic cong cu phan ctng, phan mém nham
dam bao an toan cho hé thong thong tin; va giai quyét cac su ¢d an toan thong tin
phat sinh trong qua trinh van hanh hé thng.
1.1.2. Chuyén nganh Ky nghé an toan mang
Chuong trinh dao tao theo chuyén nganh Ky ngh¢ an toan mang trang bi cho
nguoi hoc kién thire, k§ nang chuyén sau dé co thé: tac nghiép, trién khai cac
nghiép vu chuyén sau lién quan dén an toan thong tin, an toan cac hé théng mang
nhu: phan tich ma ddc, gidm sat an toan hé théng thon tin, phat hién va khai thac 16
hong phan mém, danh gia va kiém dinh an toan hé théng thong tin, cac tac vu lién
quan dén tan cong va phong thu hé théng mang. .. Ngoai ra, chuong trinh dio tao
nay ciling cung cap kha nang thiét ké, phat trién, trién khai cac giai phap dam bao



an toan thong tin; tu van cac giai phap cong nghé an toan thong tin; van hanh cac
cong cu phan cimg, phan mém nham dam bao an toan cho hé thong thong tin; dong
thoi c6 kha nang giai quyét cac sy cb an toan thong tin phat sinh trong qua trinh
van hanh hé théng.

1.1.3. Chuyén nganh Céng nghé phdan mém an toan

Chuong trinh dao tao theo chuyén nganh Cong nghé phan mém an toan trang
bi cho ngudi hoc kién thirc co ban va chuyén sau vé cong nghé phan mém, cong
nghé phan mém an toan, giai phap cong nghé an toan: quy trinh xay dung, quan ly
va bao tri phan mém an toan, giai phap cong nghé an toan; phan tich, thiét ké va
quan 1y cac du 4n phan mém an toan/giai phap cong nghé an toan. K¥ su chuyén
nganh Cong nghé phan mém an toan c6 kha ning t6 chire thuc hién va quan 1y
duogc cac cong viée trong linh vuc cong nghé phan mém an toan, c6 kha ning xay
dung md hinh va ap dung cac nguyén tic ctia cong nghé phan mém an toan vao
thuc té; Phan tich, kiém ching, kiém thir, danh gia phﬁn mém an toan.

2. THOI GIAN PAO TAO
Téng thot gian dao tao: 4,5 nam.

3. KHOI LUQNG KIEN THUC TOAN KHOA
Khéi luong kién thuc toan khoa: 153 TC.
4. POI TUQNG TUYEN SINH
Theo quy ché tuyén sinh caa B Gido duc va Pao tao va cac quy dinh khac

ctia Ban Co yéu Chinh phu.

5. QUY TRINH PAO TAO, PIEU KIEN TOT NGHIEP
Theo quy ché dao tao trinh do dai hoc ctua Bo Gido duc va Pao tao va cac

quy dinh cua Hoc vién Ky thuat mat ma.

6. CHUONG TRINH PAO TAO

6.1 Khdi lwong kién thirc gido duc dai cwong (55 TC)

) S6 Phin bo theo tiét
TT Ma ,!\IQC Tén hoc phan tin Lénlop | TN/|{Cn
phan chi | LT [BT [TL{ TH| g
1 | CBTT1 |Giai tich 1 3 40|10 |0] 0 |50
2 | CBTT2 |Giai tich 2 3 40|10 |0] 0 |50
3 | CBTT3 |Pai sb tuyén tinh 3 140(10|0]| 0 |50
4 | CBTT4 [Toan xéc suit thong ké 2 26| 8 0] 0 |34
5 CBTT6 [Toan roi rac 2 25110 |0 0 | 35
6 | CBLH1 |Vat ly dai cuong 1 3 (37|16 0| 0 |53
7 CBLH2 [Vat 1y dai cuong 2 3 40|10 (0| O |50




Mon tu ch()ng

- Ky nang mem;
8 |LLDL2|[ P%dp z ugat VN dai cirong; 2 120 | 0 [20] 0 |40

- Tdam ly hoc dai cwong.
9 |CBNNL1 |Tiéng Anh 1 3 (32| 9 |6]11]58
10 |CBNN2 |Tiéng Anh 2 3 (32| 7 |7]|12]58
11 CBNN3 Tiéng Anh 3 4 42 |15 |7 |14 | 78
12 |LLLM1 |Triét hoc Méc — L& nin 3 [ 30| 0 [30] 0 |60
13 LLLMZ2 |Chua Nghia xa hdi Khoa hoc 2 (20| 0 |20] O | 40
14 |LLLM6 hﬁ; str Dang Cong sin Viet 2 | 20| o |20 0 | 40
15 LLDL1 [Kinh té chinh tri Mac — Lénin 2 |20 0 (201 O | 40
16 | LLTH1 |Tu twéng H6 Chi Minh 2 (20| 0 |20] O |40
17 CTKHL1 |Tin hoc dai cuong 2 (20 0 |0 ] 20| 40

Gido duc qgéc phong an ninh

+ Puong [6i quan sy cua Dang

(3TC) ,
18 |QGQG1 |+ Cong tac quoc phong (2 TC) 8 [123| O [0 | 42 165

+ Qudn sy chung va chién thudt,

ky thudt ban sung tiéu lien AK

(3TC)
19 | QGTC |Gido dyc thé chat 3 /0[]0 [0]90]90

TONG 55 1071

Ghi chu:

Trong khdi kién thic nay, sinh vién da c6 chieng chi Toeic tir 550 trg 1én

(hoac chimg chi lelts, Toefl, voi cach quy doi theo khung tham chiéu chau Au) va
dang con han c6 gia tri dugc mien hoc Tiéng Anh 1, 2, 3 va dugc tinh diém tuyét

doi.

6.2. Khdi kién thirc co sé nganh (60TC)

i S6 Phén bo theo tiét
Ma hoc A A . A 14
TT pha M Tén hoc phan tin Lén lép TN/ Cé
2 on
chi [\ TpT [TL|TH | °"
1 | cBNNa | Tieng Anh chuyen 4 |40 2 38 | 80
nganh

2 | CBTTS5 | Phuong phap tinh 2 |25 10 35
3 | CBTT7 | Toan chuyén dé 3 130 30 60
4 | DVVTL Sr(])’ so 1y thuyét truyén 2 | 30 30
5 | DTVT2 | Ky thuat truyénsb liu | 2 | 30 30




6 | CTKH2 | Lap trinh can ban 3 |35 20 55
7 | cTkHe | CAutricdiliGuvagiai | 5 | 54 | 15 | 19 40
thuat
8 | CTKH7 |Ly thuyétcosodirlieu | 2 | 25 | 10 35
9 | cTKHg | F¢ quan tricoso du 2 | 20 20 | 40
liéu
10 | CTKH10 | Lép trinh huéng doi 2 | 20 20 | 40
trong
Phéntich, thiét ké hé
11 | CTKH11 théng thong tin 2 | 25 10 35
12 | CTKT2 | Mang may tinh 3 | 40 10 50
13 | CTKT3 | Quan tri mang may tinh | 2 | 20 20 40
14 | CTKT4 |Nguyénlyhé diduhanh | 2 | 20 | 8 | 12 40
15 | cTkT7 |Linuxvaphan mém 2 | 20 20 | 40
nguon mo
16 | CT.HT10| Chuyén dé co so 2 |0 60 | 60
17 | AT.pM1 | Kién triemaytinhva | 5| 4, 30 | 60
hop ngl
18 | AT.PM2 ThAuélt toan trong an toan > | 18 24 42
thong tin
19 | AT.PM3 | K¥ thuat 1ap trinh 2 | 18 24 42
20 | AT.PM4 | Cong nghé web antoan | 3 | 30 30 60
21 | AT.KH1 | Nhap mon mat ma hoc 3 | 36| 18 54
22 | AT.KH2 | Cosd antoanthongtin | 3 | 45 45
23 | AT.TM1 | Antoan co s¢ dir li¢u 2 | 24| 12 36
24 | AT.AM1 | An toan mang may tinh | 3 | 30 30 60
25 | AT.AM2 | Giao thirc an toan mang 2 | 24| 12 36
TONG 60 1145
6.3. Khdi kién thitc chuyén nganh (28 TC)
6.3.1 Chuyén nganh An toan hé thong théng tin (28TC)
a) Cac hoc phdn chuyén nganh bt bugc (22TC)
M h s Phan bd theo tiét
TT p%z‘ur?c Tén hoc phan tin Lén lép TN/ cong
Chi | LT |BT|TL|TH|
1 | ATTTL C}}uyer_l dé An toan h¢ thong 5 60 | 60
thong tin




5 | ATTM3 Gl‘am sat va ing pho su c¢o an o | 24| 12 36
toan mang
3 | ATAM4 AP toan mang khong day va di o | 24| 12 36
dong
4 | AT.TM4 [Quan 1y an toan thong tin 2 | 24 | 12 36
5 | ATAMS Ph,an §1ch thiét ké an toan mang 5 | 24 | 12 36
may tinh
6 | AT.TM5 |Diéu tra sd 30 30 | 60
AT.PM9 |Ma doc 30 30 | 60
8 | AT.AM6 |Quan trj an toan hé thong 30 30 | 60
o | AT.AM7 (Kiémthtuvadanhgiaantodn | 4 | 4 30 | 60
hé thong thong tin
Tong cong 22 444
a. Cac hoc phdn chuyén nganh tw chen (6TC)
MA h s Phan bé theo tiét
TT p?]?lr(.:c Tén hoc phan tin Lén lép TN/ cong
chi | LT |BT|TL|TH|
10 | AT.TM6 |An toan dié€n toan dam may 2 24 | 12 36
11 | AT.TM7 |An toan thuong mai dién tu 2 24 | 12 36
12 | AT.PM6 |Khai thac 16 hong phan mém 2 | 15 30 | 45
13 | AT.TM2 |Chung thuc dién tu 2 24 | 12 36
14 | AT.AM8 |Cong ngh¢ IoT va an toan 2 24 | 6 6 36
15 | AT.AM3 |Mang mdy tinh nang cao 2 24 12 | 36
16 | AT.KH5 |Cong ngh¢ blockchain 2 24 12 | 36
Tong cong 14 252
6.3.2 Chuyén nganh Ky nghé an toan mang
a) CA&c hec phdn chuyén nganh bt bugc (22 TC)
M3 sé Phan bé theo tiét
TT h"’;c Tén hec phan t|r1 Lén lop TN/ cong
phan chi | LT|[BT|TL|TH|
1 |ATTT? Chuyén dé K§ ngh¢ an toan 9 60 | 60
mang
2 AT':\ M T4n cong va phong thii hé thong | 3 | 30 30 | 60




3 AT.TM Gl‘am sat va irng pho sy co an 2 | 24 12| 36
3 toan mang
4 AT.AM AP toan mang khong day va di 5 | 24| 12 36
4 dong
5 AT;;I—M Quan 1y an toan thong tin 2 |24 | 12 36
6 | AT ™ bidu tra 6 3|30 30 | 60
7 ATQPM Ma doc 3 |30 30 | 60
8 ATéPM Khai thac 16 hong phan mém 2 |15 30 | 45
9 AT.AM Klfm thLAI’ va danh gia an toan hé 3 | 30 30 | 60
7 thong thong tin
Téng cong 22 444
b) Cac hgc phan chuyén nganh tu chen (6TC)
M h sé Phan bé theo tiét
TT p?]ér?c Tén hoc phan tin Lén lép TN/ cong
chi | LT |BT |TL | TH |
10 | AT.AM3 | Mang may tinh ning cao 2 | 24 12 | 36
11 | AT.KM7 | K¥ thuat gidu tin 2 | 24|12 36
12 | AT.KH3 | Antoan dién toan dam may 2 | 24|12 36
13 | AT KHS8 KIAlal pl_la dir li€u trong an toan 2 | 30 30
thong tin
14 | AT.AM8 | Cong nghé IoT va an toan 2 |24 ] 6 6 36
15 | AT.TM2 | Chtng thuc di¢n tir 2 | 24 | 12 36
16 | AT.KH5 | Cong nghé blockchain 2 | 24 12 36
Tong cong 14 252

6.3.3 Chuyén nganh Céng nghé phan mém an todan
a) CA&c hec phdn chuyén nganh bt bugc (22TC)

. s Phan bé theo tiét
Ma. hOC A A 1 A 7
TT phz}ir.l Tén hoc phan tin Lén 16 TN/ Cong
chi | LT |BT|TL|TH| °
1| ATTT3 Chuyén dé cong ngh¢ phan 9 60 60

mém an toan




2 |AT.KH10|Coéng nghé phian mém 3 | 36 18 54
3 | AT.KH3 |Thiét ké giao dién nguoiding | 2 | 24 12 36
4 | AT.KH4 |DPac ta hinh thic 2 | 24 |12 36
5 | AT.KH9 Mt ma tng dung trong ATTT | 3 | 30 30 60
6 | AT.PM8 |Ky thuat lap trinh an toan 3 | 30 30 60
7 | AT KH11 Kiém thu;va d?m bdo chat 2 | 24 12 36
luong phan mém
g |AT.pM13|Phattrien ungdungrénnén | 5 | 4y 30 | 60
tang di dong
9 | AT KHS Kl’}al pl_la dir li¢u trong an toan > 130 0 30
thong tin
Tong cong 22 438
b) Cac hgc phan chuyén nganh tu chen (6 TC)
M h s Phan bé theo tiét
TT pigr(’:c Tén hec phin tin | Lenlép | TN/| cang
chi | LT |BT|TL | TH ’
10 AT.PM1 CAau tric dir ligu va giai thuat 2 | 24 12 36
2 nang cao
11 |AT.PM7 Phat trién phan mém an toan 2 | 24|12 36
12 | A1 Cong nghe NET 2 | 24| 12 36
13 AT'lle Lap trinh nhing 2 | 21 18 | 39
14 |AT.AM8|Cong ngh¢ 10T va an toan 2 |24] 6 6 36
15 | AT.KH6 |Quan tri dg an CNTT 24 | 12 36
16 | AT.KH5 |Cong ngh¢ blockchain 24 12 36
Tong cong 14 252
6.4 K¢ hoach giang day
6.4.1 Phéan ké hoach chung cho tit ca cic chuyén nganh
Hoc ky 1
- S6
$ Ma ilgc Tén hoc phén tin S6 tiét
phan .
chi
1 | 0GoG1 (nsilnaﬁ duc quoc phong an 8 165




2 | CTKH1 | Tin hoc dai cuong 2 40

3 |LLLM1 | Triét hoc Mac —Leénin 3 60

4 | CBTT1 |Giaitich 1 3 50

5 | CBTT3 | Pai sb tuyén tinh 3 50

6 | QGTC1 | Giao duc thé chat 1 1 30

Tong cong 20 415

Hoc ky 2
TT N:ﬁ)ggc Tén hoc phin Sfc)l:iin S tiét
1 |CBTT2 Giai tich 2 3 50
2 | CBLH1 Vit 1y dai cuong 1 3 53
3 |LLDL1 Kinh té chinh tri Méac — Lénin 2 40
4 LLLMZ2 Chu Nghia xa hoi Khoa hoc 2 40
5 |QGTC2 Giao duc thé chat 2 1 30
6 |LLTH1 Tu tuéng H6 Chi Minh 2 40
7 CTKH2 Lap trinh can ban 3 55
Mon tu choni
8 LLDL2 : Ilfzaf;a}lq;tgd};?;?n\qf,dai cuong; 2 40
- Tdm Iy hoc dai cuong.
Tong cong 18 388
Hoc ky 3
TT Nl[)?lg:':c Tén hoc ph?ln S(zl:iin So tiét

1 CBLH2 Vit ly dai cuong 2 3 50
2 |CBTT4 Toan xéc suat thong ké 2 35
3 |CBTT? Toan chuyén dé 3 60
4 | CBNN1 Tiéng Anh 1 3 58
5 |CTKH5 CAu trac dir liéu va giai thuat 2 40
6 CTKT2 Mang may tinh 3 50
7 CBTT6 Toan roi rac 2 35
8 CBTT5 Phuong phép tinh 2 35
9 |QGTC3 Gi4o duc thé chat 3 1 30
Tong cong 21 378




Hoc ky 4

TT Nﬁlg‘:c Tén hoc phin S(‘c)l:iin So tiét
1 | CBNN2 Tiéng Anh 2 3 58
2 |DVVT2 K¥ thuat truyén sb liéu 2 30
3 |DVVT1 Co s6 1y thuyét truyén tin 2 30
4 | CTKH7 Ly thuyét co so dit lidu 2 35
5 CTKH8 H¢ quan tri co s¢ dir ligu 2 40
6 CTKT3 Quan tri mang may tinh 2 40
7 | QGTC4 Gi4o duc thé chat 4 1 30
8 |AT.PM1 Kién tric may tinh va hop ngir 3 60

Tong cong 17 323
Hoc ky 5

TT N;iggc Tén hoc ph?ln S(zl:iin S6 tiét
1 |CBNN3 Tiéng Anh 3 4 78
2 | CTKH10 | Lap trinh hudng ddi tuong 2 40
3 |CTKH11 | Phaén tich, thiét ké hé thong thong tin 2 35
4 | CTKT4 Nguyénly hé diéuhanh 2 40
5 |CTKT7 Linuxva phanmémnguénmo 2 40
6 |QGTC5 Gi4o dyc thé chat 5 1 30
7 | AT.PM2 Thuat toan trong an toan thong tin 2 42
8 AT.KH1 Nhap moén mat ma hoc 3 54

Tong cong 18 359

Hoc ky 6
TT Mai hoc Tén hoc phin S6 tin | SO tiét
phan chi

1 | CBNN4 Tiéng Anh chuyén nganh 4 80
2 |CT.HT10 | Chuyén dé co so 2 60
3 AT.KH2 Co s& an toan thong tin 3 45
4 AT.AM1 An toan mang may tinh 3 60
5 |AT.PM3 K¥ thuat 1ap trinh 2 42
6 AT.TM1 An toan co sé dir liéu 2 36
7 AT.AM2 Giao thuc an toan mang 2 36




TT Ma hoc Tén hoc phén S6 tin | SO tiét
phan chi
Tong cong 18 359
6.4.2 Ké hoach riéng ciia tirng chuyén nganh
a) Chuyén nganh An toan hé thong thong tin
Hoc ky 7
TT Ma hoc Tén hoc phin S6 tin | SO tiét
phan chi
1 AT.PM4 Cong nghé web an toan 3 60
2 | AT.AM6 | Quan tri an toan hé thong 3 60
3 AT.AM4 | An toan mang khong day va di dong 2 36
4 AT AM5 Elgﬁn tich thiét ké an toan mang may 2 36
AT.PM4 Ma doc 3 60
AT.AT1 | Chuyén dé An toan hé thong thong tin 60
Tong cong 15 312
Hoc ky 8
TT | Mihec Tén hoc phin S6 tin | SO tiét
phan chi
1 AT.TM3 | Giam sat va ing pho sy ¢d an toan 2 36
mang
2 | AT.AM7 | Kiém thir va danh gia an toan hé théng 3 60
théng tin
3 AT.TM4 | Quéan ly an toan thong tin 2 36
4 |AT.TM5 | Diéu traso 3 60
5 Hoc phéan chuyén nganh ty chon 1 2 36
6 Hoc phéan chuyén nganh tu chon 2 2 36
7 Hoc phan chuyén nganh tu chon 3 2 36
Tong cong 16 300




b) Chuyén nganh Ky nghé an toan mang

Hoc ky 7
TT Ma hoc Tén hoc phin S6 tin | SO tiét
phan chi
1 AT.PM4 | Cong ngh¢ web an toan 3 60
2 AT.AM4 | An toan mang khong day va di dong 2 36
3 AT.PM4 | Ma doc 3 60
4 | AT.PM6 |Khai thac 16 héng phan mém 2 45
5 | AT.AM9 | Tén cong va phong tha hé thong 3 60
6 |AT.AT2 | Chuyén dé K§ ngh¢ an toan mang 2 60
Tong cong 15 312
Hoc ky 8
TT Ma hoc Tén hoc phan S6 tin | SO tiét
phan chi
1 AT.TM3 | Giam sat va ing pho su cd an toan 2 36
mang
2 | AT.AM7 | Kiém thir va danh gia an toan hé théng 3 60
thong tin
3 AT.TM4 | Quan ly an toan thong tin 2 36
4 |AT.TM5 | Dicutraso 3 60
5 Hoc phan chuyén nganh tu chon 1 2 36
6 Hoc phan chuyén nganh tu chon 2 2 36
7 Hoc phan chuyén nganh tir chon 3 2 36
Tong cong 16 300
¢) Chuyén nganh Cong nghé phan mém an toan
Hoc ky 7
TT Ma hoc Tén hoc phan S6 tin | SO tiét
phan chi
1 AT.PM4 | Cong nghé web an toan 3 60
2 AT.KH10 | Cong nghé phan mém 3 o4
3 | AT.KH3 | Thiét ké giao dién ngudi ding 2 36
4 AT.KH4 | bac t4 hinh thic 2 36
5 AT PM13 ggﬁtg trién ing dung trén nén tang di 3 60




TT Ma hoc Tén hoc phén S6 tin | SO tiét
phan chi
6 |AT.AT3 | Chuyén dé Cong nghé phin mém an 2 60
toan
Tong cong 15 306
Hoc ky 8
TT Ma hoc Tén hoc phin S6 tin | SO tiét
phan chi
8 AT.KH9 | Mat ma ung dung trong ATTT 3 60
AT.PM8 | K¥ thuat 1ap trinh an toan 3 60
10 | AT.KH11 |Kiém thir va dam bao chat lugng phan 2 36
meém
11 |AT.TM4 Khai pha dir li¢u trong an toan thong 2 30
tin
12 Hoc phan chuyén nganh tir chon 1 2 36
13 Hoc phan chuyén nganh tur chon 2 36
14 Hoc phéan chuyén nganh tu chon 3 36
Tong cong 16 300
Hoc ky 9 (ké hoach chung cho tit ci cic chuyén nganh)
TT Nll)ig:':c Tén hoc phan S(;)lg'n S6 tiét
1 | AT.AT2 | Thuc tip t6t nghiép 3 90
2 | AT.AT3 | Do an tot nghiép 8 240
Tong cong 11 330




